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the departments/teams within that function (e.g.
the recruiting team of the HR function).

Introduction
Imagine the following scenarios:
•

•

•

The increasing adoption of Business Roles has
allowed organizations to strengthen their access
and data security, risk management and business
productivity across all functions and sectors.

You as a line manager or department head
are constantly being asked to approve
access requests for team members and are
not sure what the requests are for?
Different team members have different
accesses to systems resulting in a team
member not being able to check specific
reports.
Every year as part of recertification
exercise you need to review access to
dozens of applications for your team of 4
people and a mistake can lead to potential
data breach?

Business roles are an important pillar of Identity and
Access Management (IAM). IAM is the discipline in
enterprise IT that defines and manages the roles
and access privileges of individual users and
circumstances in which users are granted (or denied
those privileges).
The objective of IAM is to enable the organization
to manage the confidentiality, availability and
integrity of the organization’s data and intellectual
property. For these reasons, IAM is becoming a
trending topic for banks and financial institutions
given their access to information from a retail
(consumer banking) and market making (capital &
global markets) perspectives. In short, IAM is
seeking to enable the right individuals to have the
right accesses at the right time and for the right
reasons to promote data security and identity
thefts.

Sounds familiar? As organizations and businesses
are evolving at an unprecedented pace, so are the
systems, processes and people that make up the
operating model. Most notably in the financial
services sector, companies have access to sensitive
client information, which require careful planning of
system access rights across the organizational
structure from C-level executive down to the
operational users. This is where business roles can
help transition from an IT defined model to a more
strategic model in which the process of managing
permissions is owned by business. The introduction
of Business Roles has provided organizations with a
solution for their Identity & Access Management
issues in this rapidly evolving and competitive
environment.

Benefits of Business Roles
With a robust Business Roles framework in place,
four (4) major benefits impacting your organization
have been identified:
New joiner on-boarding: By having Business Roles
in place, a new joiner can raise one
(1) request for a Business Role,
which should theoretically has all
the standardized accesses required
for him / her to perform their job.
This will minimize the confusion new joiners / line
managers often experience when onboarding and
determining which applications and accesses are
required to perform the daily work. The overall
onboarding journey will be smoother, which is
shown to increase employee morale and retention
rate.

What is a Business Role?

Multiple approvals
required for each
application
and
entitlement

Applications

Entitlements

Applications

Entitlements

Consolidated to a
single approval for a
Business Role

Business Role

Entitlements

Consolidated into a Business Role

After Business Roles

Before Business Roles

A Business Role is a mapping of a company’s
resources (e.g. applications, entitlements, access
rights, etc.) with similar functionality that exist in
addition to departments, cost centers and / or
locations. In other words, a Business Role is a
package of access rights which regroups the
necessary resources and permissions that allow the
users assigned
to this role to
perform their
standard work.
A
Business
Role can be
designed for a
project team
for example or
it can be tailored for functions and specifically for

Decrease workload / increase productivity:
Traditional IAM models require line
managers and application owners
to approve individual requests for
resources when permission is
sought after. By having Business
Roles in place, individual requests will be
consolidated into a single request as intended by
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the Business Role created. This drastically saves
time spent for line managers and application
owners when it comes to approving access
requests.
Improved audit trails and recertification process:
Yearly recertification and audits
are conducted to make sure
existing employees have the
correct accesses and employees
who have transferred departments
have accurately reflected their accesses and
permissions. Business Roles streamlines the
recertification process by allowing line managers to
recertify the Business Role (assuming it is up to
date). However, user access recertification is still
required for individuals for applications beyond the
scope of the Business Roles.
Improve access control security: Since a Business
Role is a package of applications
and access rights, this consolidated
view allows line managers to easily
determine the level of access
restriction and control security for
any given user, project, department or function. By
having a clear view of all users’ accesses, line
managers can effectively monitor and control
sensitive application and those privy to confidential
client information. Additionally, the approval
process of a Business Role creates a multiple line of
defense for access requests; oftentimes an
organization would have in place a process
requiring the line manager’s and department head’s
approval before a Business Role can be fully utilized.
In order to achieve the desired outcome and realize
the potential benefits of Business Roles, the
strategy and roadmap definition, operating model
design / implementation and subsequent change
management plan are critical. Sia Partners has
extensive experience in the design and
implementation of Business Roles for IAM teams,
with a robust methodology to deliver value to our
clients.

Approach
Like any other critical initiative impacting the entire
enterprise, it is very important for IAM
management to define in the goals and roadmap of
the program in alignment with the global IAM /
Cybersecurity roadmap.
Sanity Check tool: After the roadmap is agreed, IAM
team should work on creation of Sanity check tool.

This can be a simple excel macro based tool which
based on the team / country defines which
applications / entitlements can be included in the
particular business role taking into account the
different regulatory, confidentiality and other
controls. For example, someone based in Singapore
cannot access data from China shared drive due to
China’s data privacy laws and the sanity check will
remove the Chinese shared drive from the SG
business role design.
Workshop with Management: Based on the
departments identified in the roadmap, IAM team
can launch workshops with the department
management to define the business role strategy
based on factors like organizational structure,
business criticality, etc. For example, APAC Wealth
Management team could define a regional role
which would be assigned to all employees within a
function and then another role to be designed at the

country level. Resulting someone in Taiwan WM
team, would be assigned 2 roles, a regional role and
a Taiwan specific country role.
Business Roles pilot program: Run a pilot with a
small team in every department. This helps achieve
a quick win and showcase the benefits of business
roles to the managers and users. In addition the
pilot ensures the SPOC (Single Point of Contact) gets
comfortable with the tools and process of business
role deployment before tackling bigger teams.

Challenges
Two (2) key challenges have been identified as the
major impediments that must be overcome to
successfully have the Business Roles framework and
process in place.
Getting the buy-in from business: Business roles
involve a fundamental shift in how permissions are
managed. Since the changed workflow involves
business owners defining the business roles and
validating the user requests, shifting the
responsibility and accountability from IT to
business. This increased workload and responsibility

Sia Partners | INSIGHT | BUSINESS ROLES | February 2019| 3

can seem like an impediment to certain business
units, that’s why it is important to define and
emphasize on the both the qualitative and
quantitative benefits from the start of the program.
Quality of business roles: It is easy to design
business roles with few simple permissions which
can help reach the KPI’s in terms of number of roles
created and users assigned. The litmus test for a
well-defined business role is if the role can enable
users to carry out most of their everyday tasks with
permissions contained in the business role. This can
be challenging because often application owners
are reluctant to include their permissions in
business roles due to various reasons. Thus it’s
imperative to understand and allay the concerns of
the application owners and facilitate business roles
covering a high percentage of permissions.

the business roles. A good change management
toolkit with simple communication and easy to
understand communication is key to sustaining the
program over a longer period and ensuring periodic
maintenance and usage of these roles in Business as
Usual (BAU) phase.

The Future
To increase the adoption of Business Roles and
justify the extra effort required by business teams
for maintenance of business roles, IAM teams needs
to prioritize few improvement areas which will
focus on improving the quality of business roles and
integrating business roles as a key pillar of
employee onboarding.

Key Success Factors
The following factors are essential to ensure that
the Business Roles program successfully meet its
objectives, especially for large institutions which
have departments spread across cities/countries,
and it is only feasible to have the Business Roles
project team in a few locations.
Buy in from Senior Management: Getting the buyin from Senior Management/COO can set the
program can be key in implementing the business
roles program. It is thus key to highlight at the
beginning of the project the key benefits of the
project especially the man hours saved and the
business accountability through the deployment of
the program.
Involvement of SPOC’s: Depending on the IAM
roadmap and budget, it is likely that the Business
Roles project team will have to compete for
resources with other IAM initiatives resulting in
limited bandwidth. In addition the team members
have limited understanding of how each
department works and which are the key
applications/entitlements for carrying our everyday
activities. This is where the SPOC’s, who are on the
ground, have in depth knowledge of the
departments, and have relationships with all the
major stakeholders can increase the likelihood of
successful deployment, usage and maintenance of
business roles.

With increasing regulatory requirements, access to
growing customer data and focus on compliance,
financial institutions are increasingly transitioning
from a tactical IT defined model to a more strategic
model in which the process of managing
permissions is owned by business. A lot of work
needs to be done to make this transition in which
Sia Partners can play an integral role in defining a
roadmap for your organization’s IAM journey and
tailor the approach to your needs.
Copyright © 2019 Sia Partners. Any use of this material
without specific permission of Sia Partners is strictly
prohibited.

Change Management: Effective and well-designed
change management is key to the success of the
program as it is easier to enlist support for the
program and work with the SPOC’s for the design of
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